


I.11. Why the name Bluetooth?

Have you ever imagined how the name Bluetooth relates to
the technology? After all a wireless technology doesn’t
seem to have any relation with the name Bluetooth, at least
I cannot make out any relation with the name and the
technology. But then why such a weird name to a cable
free solution. | mean | could understand if someone calls it
wireless or cordless or something of the sort. But Bluetooth
sounds strange! But there is a reason for the name, and here
is the reason:
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Bluetooth was named after a late tenth century king, Harald
Bluetooth King of Denmark and Norway. He is known for
his unification of previously warring tribes from Denmark
(including now Swedish Scania, where the Bluetooth
technology was invented), and Norway. Bluetooth likewise
was intended to unify different technologies, such as
computers and mobile phones.
The name may have been inspired less by the historical
Harald than the loose interpretation of him in The Long
Ships by Frans Gunnar Bengtsson, a Swedish Viking-
inspired novel.
Bluetooth uses something called frequency hopping spread
spectrum, which is a radio technology Frequency-hopping
spread spectrum (FHSS) is a technique of transmitting
radio signal by hopping or changing a carrier among many
frequency channels, using some sequence which is known
to both transmitter and receiver.
This technology breaks the data into small packets and then
sends these chunks. Bluetooth supports the following kind
of broadcasts between the devices in a Piconet.
e  Wireless point-to-point
e  Wireless point-to-multipoint

Piconet is a concept coined by Bluetooth specification. It

is a group of devices communicating together over

Bluetooth radio..

Slave

Slave

Slave
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It is like establishing a master-slave relationship. The
Bluetooth devices can function both as a master and a
slave. Piconet is nothing but a network on master and one
or more slaves. Each piconet id defined by a different
channel to which the user synchronized. Each of these
Piconets has a maximum capacity.

The Piconets communicate with each other and thus form a
network structure which is called scatternet. There can be
upto 10 piconets in a scatternet. Multiple Piconets can
operate under the same physical space. This works as an
ad-hoc peer to peer network.

SCATTERNET
Fig 6: Scatternet

I.111. Bluetooth: What it is and how it Works

We know many experienced computer users who never
give a thought to Bluetooth. | think that’s built into my
laptop but | never use it is a common refrain. Initially
touted as the technology that would finally free us from the
horrors of multiple tangled cables and cords, Bluetooth
didn’t catch on as quickly as expected. Users of handheld
computers (such as my iPaq) adopted the technology more
quickly, as it allowed us to easily attach portable
keyboards, headsets, printers, etc. to our portable devices
(which often don’t have a bunch of connection ports like
desktops and laptops do). Bluetooth-enabled cell phones
allow you to connect a PDA or portable computer to the
Internet through them.



Bluetooth was designed to be the basis of the Personal Area
Network (PAN) — a way for devices within relatively close
proximity to communicate wirelessly with one another. The
range for Bluetooth transmissions varies from about 1
meter up to 100 meters, depending on the power class of
the device. Thus, the most powerful (Class 1) can
communicate over a distance of more than 300 feet, similar
to a typical wi-fi network.

Like 802.11b and g, Bluetooth transmits over the 2.4 GHz
radio frequency. Its speed is limited to about 1 Mbps (far
slower than wi-fi, but still roughly equivalent to a typical
broadband Internet connection). It uses LMP (Link
Manager Protocol) to handle the connections between
devices.

Il. BLUETOOTH SECURITY

As a security measures the level encryption and
authentication are linked. Personal identification numbers
are used for accessing the devices. Long encryption keys
are used. These keys are not transmitted over wireless.
Other parameters are transmitted over the wireless which in
combination with certain information known to the device
can generate the keys.
Bluetooth is used to exchange information over the devices
such as mobile phones, telephones, laptops, personal
computers, telephones, printers, digital cameras, video
games consoles etc. This is one technology which has
provided a lot of advantages to the users.
Bluetooth can operate in one of three security models:

e Mode 1 is non security.

e Mode 2 provides security at the service level, after

the channel is established.
e Mode 3 provides security at the link level, before
the channel is established.

Each Bluetooth device has a unique 48-bit device address.
The authentication scheme is challenge-response, using
symmetric keys, and encryption is done with a key that can
be up to 128 bits (negotiated by the communicating
devices, with each device having a maximum key length
defined). A 128 bit random link key handles security
transactions between two or more devices.
When two Bluetooth devices establish a communications
channel, they both create an initialization key. A passkey or
Personal Identification Number is input and the
initialization key is created, and the link key is calculated
using it. Then the link key is used for authentication.
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The first security concern is the passkey or PIN. As with
any key, long keys are more secure than short ones. If a
hacker is able to discover the passkey, he can calculate
possible initiation keys, and then from that, calculate the
link key. Making the passkey long will make it much
harder to accomplish the first step.

The initial key exchange takes place over an unencrypted
link, so it is especially vulnerable. It’s best if this part of the
BT device pairing process takes place in a more physically
secure location (that is, where there are not likely to be any
lurkers with BT devices who could intercept the
communications). A hacker could record transmissions sent
over the BT frequency and use them to recreate the PIN.
Rather than using the same fixed passkey all the time, it
should be changed frequently (how frequently depends on
the types of devices and the required security level).

Link keys can be combination keys or unit keys. Best
security practice is to use combination keys instead of unit
keys. When you use a unit key, you must use the same key
for all secure transactions, and the key has to be shared
with other trusted devices. This means any trusted device
can potentially access traffic with other trusted devices
using this key.

It’s possible to use the Bluetooth address to identify a
particular device (and associated user) and log those
transactions, which can create privacy concerns.

Other problems like "bluejacking,"” "bluebugging™ and "Car
Whisperer" have turned up as Bluetooth-specific security
issues. Bluejacking involves Bluetooth users sending a
business card (just a text message, really) to other
Bluetooth users within a 10-meter (32-foot) radius. If the
user doesn't realize what the message is, he might allow the
contact to be added to his address book, and the contact can
send him messages that might be automatically opened
because they're coming from a known contact.
Bluebugging is more of a problem, because it allows
hackers to remotely access a user's phone and use its
features, including placing calls and sending text messages,
and the user doesn't realize it's happening. The Car
Whisperer is a piece of software that allows hackers to
send audio to and receive audio from a Bluetooth-enabled
car stereo. Like a computer security hole, these
vulnerabilities are an inevitable result of technological
innovation, and device manufacturers are releasing
firmware upgrades that address new problems as they arise.

I11. CATEGORIES OF BLUETOOTH HACKING
Bluetooth hacks are categorised broadly among:

1. Bluejacking

2. Bluesnarfing

3. Bluebugging

4, Bluetoothing

I11.1. Bluejacking: Bluejacking is the simplest of the
four. The hacker uses it by making an attempt to send a
phone contact or business card to another nearby phone.
The ‘name' field of the contact can be misused by
replacing it with a suggestive text so that the target device
reads it as a part of intimation query displayed on its
screen. Bluejackers often look for the receiving phone to
ping or the user to react. They then send another, more
personal message to that device. Once again, in order to
carry out a bluejacking, the sending and receiving devices
must be within 10 meters of one another. Phone owners



who receive bluejack messages should refuse to add the

contacts to their address book.
I11.11. Bluesnarfing: Bluesnarfing goes a step further and
actually accesses or steals data like messages, calendar,
phone book etc., from the target device in an unauthorised
manner which includes bypassing the wusual paring
requirement. Here, the problem is bigger since there have
been reports of the tools that use methods such as device
address guessing and brute force in order to break-in, even
when device is configured as ‘invisible'. Bluesnarfing
allows hackers to gain access to data stored on a Bluetooth
enabled phone using Bluetooth wireless technology without
alerting the phone’s user of the connection made to the
device. The information that can be accessed in this manner
includes the phonebook and associated images, calendar,
and IMEI (international mobile equipment identity). By
setting the device in non-discoverable, it becomes
significantly more difficult to find and attack the device.
Without specialized equipment the hacker must be within a
10 meter range of the device while running a device with
specialized software. Only specific older Bluetooth enabled
phones are susceptible to bluesnarfing.
11111, Bluebugging: Bluebugging The next level of
sophistication in Bluetooth hacking is Bluebugging where
the victim device is controlled by the attacker who sends
commands to perform actions as if having physical access
to the device this is a functionality analogous to Trojans.
Bluebugging allows skilled individuals to access the mobile
phone commands using Bluetooth wireless technology
without notifying or alerting the phone’s user. This
vulnerability allows the hacker to initiate phone calls, send
and receive text messages, read and write phonebook
contacts, eavesdrop on phone conversations, and connect to
the Internet. As with all the attacks, without specialized
equipment, the hacker must be within a 10 meter range of
the phone. This is a separate vulnerability from
bluesnarfing and does not affect all of the same phones as
bluesnarfing.
I11.1V. Bluetoothing: Bluetoothing lastly, it is
Bluetoothing which typically means social networking in
short range, and possibility of harassment from the security
point of view. Then there are programmes for Bluetooth
PIN code cracking as well.The next level of sophistication
in Bluetooth hacking is Bluebugging where the victim
device is controlled by the attacker who sends commands
to perform actions as if having physical access to the device
this is a functionality analogous to Trojans. The tools for
Bluebugging include ones that run off the PCs, which
means laptops with high range Bluetooth connectivity,
which makes things even worse.
Now lets explore the categories in which Bluetooth hacking
is often classified mentioning one of the tool used for the
purpose. This will show how real the issue of security in
Bluetooth devices is.

IV. THE TooLs MosTLY USED FOR BLUETOOTH
HACKING AND SECURITY.

Yet, there are plenty of tools that run on mobile phones, as
well as on computers to attempt different types of
Bluetooth hacks with varying degrees of success. One such
tool is ‘Super Bluetooth Hack’ which demonstrates
characteristics of both Bluesnarfing and Bluebugging. This

Bluetooth hack is one of the most widely used and is used
by both professional hackers as well as people who just
want to have fun by sneaking into other's mobiles, without
even knowing about the security issues that may arise in
doing S0.
IV. I. Security Issues with Super Bluetooth hack

This is a 270KB Java application for Bluetooth-enabled
handsets. Though it is not a pure authentication-bypass
hacking application as the name suggests, still it can cause
a great amount of damage by gathering important personal
information of the target

Following are the major threats from this application:

. To get around pairing, the attacker can employ a
bit of social engineering, say renaming phone to
something as ‘Download Updates' or to a known
target-trusted companion in the vicinity, or even get
physical access to phone and perform one-time
pairing since subsequent connections do not require
any user intervention at target device. Once
connected, a long list of information categories is
displayed which can be possibly gleaned.

. Another threat from this application is that the
hacker can gain access to user calls menu and may
use it in a way that the target phone starts dialing the
requested number automatically. The attacker even
gains access to the option of putting the call on hold
or to hang up.

. Another issue that may arise is that the hacker can
fetch target phone's entire phone book, dialed calls
list etc. which can be saved on attacker's device.

This application can make the target extremely vulnerable

as it works and fetches a plethora of details in addition to

sending operative commands, without having to be
installed on target device. Usual remote-control devices
are installed on both devices and use their own
authentication to send commands, as Super Bluetooth
Hack by passes this requirement. This shows how
intensive Bluetooth surveillance can get, particularly
when combined with social engineering.

IV.11. Precautions

All these hacks have been mentioned just to inform the
Bluetooth users how vulnerable there devices can be.
Currently no such major software has been developed to
stop the above methods of hacking however newer devices
are built taking into account these threats and experts
believe that they will prove to be more secure. Regardless
of all this, there are always some precautions that can be
taken i.e.

v" Always keep Bluetooth off when it is not
required,

v" Rename the device to something generic, rather
than keeping the default name which is device
manufacturer and model number,

v' Make sure that you have the original PIN code
of the phone with you so that in case your phone
gets hacked you can reset it factory settings but
only at the cost of erasing all your data.

v

All this helps in preserving privacy since an attacker can
spot the device physically and match it with discovered list.
Bluetooth is a useful connectivity technology, so use it,
enjoy it, but play safe!



IV.111. Why Does Bluetooth Security Matter?

Many Bluetooth users only use the technology to connect a
wireless headset or similar device to their portable
computers, and they may wonder why security is a big deal.
Implementing security, even for these types of device
pairings, can prevent an unauthorized user from using the
headset.

However, another use of Bluetooth is to create a temporary
computer network. For example, several people in a
meeting room can connect their Bluetooth-enabled laptops
to each other to share files during the meeting.

When you use Bluetooth to create a temporary network, it
is usually an ad hoc network; that is, computers
communicate directly with each other rather than going
through a wireless access point (WAP). This means you
have no centralized point of security control, as you do
with a WAP (for example, you can configure a WAP to use
MAC address filtering and other built-in security
mechanisms). Thus, security becomes a major concern
because you can be exposing important data stored on your
laptop to others on the Bluetooth network. Remember that
the range for class 1 Bluetooth devices can be more than
300 feet — far enough so that in some locations, the BT
equivalent of the wi-fi “war driver” may be able to
establish a link with your computer even though not within
your sight.

Another special concern is the security of Bluetooth mobile
phones. These phones may have information stored on
them such as the addresses and phone numbers of contacts,
calendar information and other PDA-type data. Hacking
into these phones using Bluetooth is called bluesnarfing.
Newer mobile phones and software upgrades for older
phones can patch this vulnerability.

A related hacking technique is called bluebugging, and it
involves accessing the phone’s commands so that the
hacker can actually make phone calls, add or delete contact
info, or eavesdrop on the phone owner’s conversations.
This wvulnerability, too, is being addressed by phone
manufacturers. Thus, if you own a BT-enabled phone, it’s
important to keep the software updated or upgrade to the
latest phone models frequently.

Bluetooth devices can also be targets of Denial of Service
(DoS) attacks, typically by bombarding the device with
requests to the point that it causes the battery to degrade.
Finally, there are “cell phone worms” such as Cabir that
can use the Bluetooth technology to propagate to other BT
devices. Cabir targets phones that use the Symbian OS.

The relatively short range of most Bluetooth devices helps
to ameliorate the risk of most of these security issues. For
example, to practice bluesnarfing or bluebugging against a
BT phone, the hacker would typically need to be within
about 10 meters (a little less than 33 feet) of the target
phone.

IV.IVWhat is Car Whisperer?

The car whisperer is a software tool developed by security
researchers to connect to and send or receive audio to and
from Bluetooth car-kits with a specific implementation. An
individual using the tool could potentially remotely connect
to and communicate with a car from an unauthorized
remote device, sending audio to the speakers and receiving
audio from the microphone in the remote device. Without
specialized equipment, someone using the tool must be
within a 10 meter range of the targeted car while running a

laptop with the car whisperer tool. The security
researchers’ goal was to highlight an implementation
weakness in a select number of Bluetooth enabled car-kits
and pressure manufacturers to better secure Bluetooth
enabled devices.

IVV.V.What can consumers do to protect their data?
Consumers can do a number of things to protect their data.
If users have a phone that is vulnerable to bluesnarfing or
bluebugging, they should contact the phone's manufacturer
or take the phone to a manufacturer authorized service
point. The manufacturers of the vulnerable devices have
developed software patches to fix the vulnerability. In
addition, if users are still concerned about a device being
targeted, they can turn the device to non-discoverable mode
when not using Bluetooth wireless technology and in
unknown areas. Users can also ensure their data is secure
by not "pairing" with unknown devices. If a user were to
receive an invitation to pair with another device, and asked
to put in a PIN code, but was unsure of what device was
inviting to pair, the user should not pair. Only pair with
known devices.

IVV.V1.What is the cabir worm? Which devices does the
cabir worm affect?

The cabir worm is malicious software, also known as
malware. When installed on a phone, it uses Bluetooth
technology to send itself to other similarly vulnerable
devices. Due to this self-replicating behavior, it is classified
as a worm. The cabir worm currently only affects mobile
phones that use the Symbian series 60 user interface
platform and feature Bluetooth wireless technology.
Furthermore, the user has to manually accept the worm and
install the malware in order to infect the phone. More
information on the cabir worm is available from the
software licensing company Symbian and on the websites
of F-Secure, McAfee and Symantec.

IV.VII. How does a PIN affect security?

The personal identification number (PIN) is a four or more
digit alphanumeric code that is temporarily associated with
one's products for the purposes of a onetime secure pairing.
It is recommended that users employ at minimum an eight
character or more alphanumeric PIN when possible.
Product owners must share that PIN number only with
trusted individuals and trusted products for pairing.
Without this PIN number, pairing cannot occur. It is always
advisable to pair products in areas with relative privacy.
Avoid pairing your Bluetooth enabled devices in public. If,
for some reason, your devices become unpaired, wait until
you are in a secure, private location before repairing your
devices.

Do I need to remember my PIN?

No. It is not necessary to remember your PIN except in the
seldom situation when the PIN is a fixed PIN - in which
case simply retaining the user manual, with given PIN, for
future reference is advisable.

Can the SIG (Special Interest Group) guarantee me
that all of my future Bluetooth products will be secure?
Absolute security can never be totally guaranteed - in
technology or otherwise. Security is an ongoing and
important effort for any technology. The Bluetooth SIG has
made security a high priority from day one with security
algorithms that to date have proven adequate. In the
roadmap for the advancement of Bluetooth wireless
technology, the Bluetooth SIG published security and



privacy enhancements. These enhancements to the
specification further strengthen the pairing process and
ensure privacy after a connection is established. We are
continuing with our work in this area, trying to always stay
a step ahead of people trying to hack into devices.

IV.VIII. What is denial of service (DoS)?

The well known denial of service (DoS) attack, which has
been most popular for attacking internet web sites and
networks, is now an option for hackers of Bluetooth
wireless technology enabled devices. This nuisance is
neither original nor ingenious and is, very simply, a
constant request for response from a hacker’s Bluetooth
enabled computer (with specific software) to another
Bluetooth enabled device such that it causes some
temporary battery degradation in the receiving device.
While occupying the Bluetooth link with invalid
communication requests, the hacker can temporarily
disable the product’s Bluetooth services.

Can a hacker get access to my devices data or content
with DoS?

The DoS attack only offers the hacker the satisfaction of
temporary annoyance, but does not allow for access to the
device’s data or services — no information residing on the
receiving device can be used or stolen by the attacker.
What is the risk of being on the receiving end of a DoS
attack?

DoS attacks on Bluetooth devices have only been
conducted in laboratory tests. The risk of an attempted DoS
attack should be considered minimal given the
requirements of Bluetooth wireless technology

Although wireless security is a hot topic these days, you
seldom hear any conversations about the vulnerabilities in
Bluetooth technology. Perhaps the technology isn't touched
on because of its short range, and the fact that it's primarily
used with cellular communications. However, there are a
few experts aware of the flaw in Bluetooth, believing that it
is one the most inefficient technologies of modern times in
regard to security.

Bluetooth was intended to be the basis of the PAN
(personal area network) setting, providing a way for
devices in close proximity to wirelessly communicate with
each other. The range of these transmissions range from an
estimated 1 to 100 meters, depending on the device's
power. The most powerful class of Bluetooth devices has
the ability to communicate at distances similar to a Wi-Fi
network, which is typically more than 300 feet. Similar to a
wireless computer network, Bluetooth is susceptible to a
wide range of security threats.

V. BLUETOOTH TECHNOLOGY IN CARS:

Bluetooth technology and its use in automobiles are
becoming extremely popular in the United States. Many
states have cell phone driving laws which restrict cell
phone use while driving, making hands-free calling a
necessity. In Europe, similar laws exist, however Bluetooth
technology is much more prevalent in cars and cell phones
than in the U.S.

With legislation banning the use of cell phones while
driving, car manufacturers have to find solutions to combat
this problem. They are now looking at Bluetooth
technology. Bluetooth is the perfect solution for this
problem ----because it allows drivers to keep both hands on

the steering wheel while
conversations on their cell phones.

simultaneously

having

Fig 8: Bluetooth in Cars

Vehicles can be enabled with Bluetooth hands free
technology through various methods. There are standard or
optional communications systems offered by automotive
manufacturers, aftermarket car Kits, wireless speakerphone
accessories, and wireless headsets.

Many of the major car manufacturers offer optional or
standard Bluetooth communication systems in various car
models. The cars range from luxury models from
manufacturers like Mercedes, Lexus, BMW, Acura and
Lincoln to more affordable cars from Toyota, Ford and
Chrysler.

Not everyone who seeks the benefits of Bluetooth
technology can afford a new car. Thankfully, there are
other options through aftermarket kits. These kits usually
require installation by professionals but offer most of the
functionality of a factory installed Bluetooth kit. Please
take a look at our section on bluetooth car kits for more
information.

Today, the standard is used to create wireless connections
between PDAs, cell phones, car stereos, and a host of other
gadgets. Below, we’ll explore how Bluetooth is integrated

within cars. Plus, I’ll explain how the technology will
likely become more widespread due to driver safety
legislation.

V.1. Driver Safety Laws

Due to an increasing number of traffic accidents related to

cell phone usage, new driver safety laws are emerging.

State and federal governments have been aggressively

pursuing legislation to limit the use of cell phones on the

road. Bluetooth-enabled phones and vehicles are perfectly
positioned to provide drivers with the convenience of
taking calls while complying with the law.

e Incoming and outgoing calls can be routed through
vehicles’ stereo systems. The driver doesn’t have to
handle a cell phone at all; instead, they can talk freely
without using their hands. New vehicles are often
equipped with Bluetooth capabilities at the factory. If
you’re thinking of buying a new car, the option will
only cost a few extra hundred dollars

e  Steering-wheel-mounted controls, like on this Acura
TL, allow drivers to more safely answer calls while
driving. Bluetooth allows drivers to make and receive
phone calls via their cell phones but through in-car
systems, whether factory-installed or aftermarket.
Unlike On Star, which forwards cell phone calls to an
in-car phone, Bluetooth simply changes the device on
which your calls are received; the phone number is the
same, and charges appear normally on your cell phone



bill. No hard-wired connections or docking stations are
necessary, and drivers can operate their cell phones
either through the car's controls or via hands-free voice

activation.
e Some systems even automatically mute your car's
audio when a call is  answered.

Although all Bluetooth systems can communicate with
each other, some Bluetooth-enabled cell phones
feature greater options and functionality in cars than
others. If you're shopping for a cell phone after
purchasing a Bluetooth-enabled car, review cell phone
recommendations from the car's manufacturer.
V.I1. Bluetooth Options in Cars
More than 30 automotive brands worldwide, including
Audi and Land Rover, offer Bluetooth-compatible cars.
Systems vary from car to car, so be sure to check how it
operates before making your choice.
Some cars come with Bluetooth systems as standard
equipment; when available as an option, they usually cost
about $300.
- Chrysler's system, called UConnect, includes a
rearview-mirror-mounted microphone, a dash-mounted
control pad and a hidden Bluetooth receiver.
- Ford's system, called Sync, allows drivers to bring
almost any mobile phone or digital media player into their
vehicles and operate them using voice commands or by the
car's steering wheel or radio controls.

- Acura's system, called HandsFreeLink, is voice-
activated, and caller, signal and battery strength
information  display on the instrument panel.

Aftermarket car Kits range in price — starting at around
$50 — and complexity. Some require professional
installation, while some can simply be plugged into a car's
cigarette lighter.

The Nokia Advanced Car Kit operates calls via remote
control and mutes the car radio when a call is answered.
The Motorola HF800 Wireless Portable Speaker comes

with a speaker and button control pad and can be used
anywhere, including in your car.
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